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INTRODUCTION

This document aims to provide Public Sector organisations with a robust backup strategy to
enhance data protection and ensure operational continuity. With data becoming more important
in enhancing public services, safeguarding it can no longer be an afterthought. Whether it’s citizen
records, confidential government files, or financial data, the implications of data loss in the Public
Sector can be catastrophic, affecting operational efficiency and public trust. This calls for robust,
foolproof methods to ensure that data is accessible and secure.

The 3-2-1-1-0 backup strategy is a more fortified variant of the tried-and-true 3-2-1 rule, designed
to provide an additional layer of data security. In this article, we explore the 3-2-1-1-0 backup
strategy, why it’s particularly beneficial for public sector organisations, and how to implement it
effectively while overcoming potential challenges.

Recent data loss incidents must be considered to emphasise the importance of effective data
protection in the public sector.

Scale of Data Breaches:

In 2023, there were over 5 billion records compromised due to data breaches and cyber-attacks
globally (IT Governance). The public sector, including government entities and healthcare providers,
has been significantly impacted.

Financial Impact:

The global average cost of a data breach in 2023 was a staggering $4.45 million, marking a 15%
increase over the past three years (Northdoor). Detection and escalation costs have surged by 42%,
indicating the growing complexity of managing these breaches.

Human Error:

Human error remains a major contributor to data breaches. In the public sector, 55% of cloud data
breaches were attributed to human mistakes (Thales CPL). This highlights the critical need for
comprehensive training and strict protocols.
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Notable Incidents
Indian Council of Medical Research (ICMR):

In October 2023, the ICMR experienced a massive breach involving 815 million records from its
COVID-19 testing database. The leaked data, including personal information such as names,
addresses, and government identification numbers, was put up for sale on the dark web (IT
Governance).

MOVEit Transfer Breach:

The MOVEit Transfer breach affected numerous organisations, including those in the public sector,
exposing the sensitive information of millions. For instance, the Better Outcomes Registry &
Network (BORN) in Ontario reported that the personal health information of approximately 3.4 million
individuals was compromised (IT Governance).

Cost and Response Time:

Organisations that effectively utilised Al and automation in their cybersecurity strategies were able
to significantly reduce the lifecycle of data breaches from an average of 322 days to 214 days,
resulting in cost savings of nearly $1.8 million per breach (Northdoor).

The public sector must prioritise effective data protection strategies to mitigate these risks. The 3-2-
1-1-0 backup strategy offers a fortified approach, ensuring that data remains secure, accessible,
and recoverable even in the event of a breach.
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THE 3-2-1-1-0 BACKUP
STRATEGY EXPLAINED

Your organisation’s data is something you’d want to keep safe and intact for generations, or at least as
long as your organisation exists. The 3-2-1-1-0 backup strategy is like a vault with multiple layers of
security. But what does each number in the 3-2-1-1-0 backup strategy stand for? Let’s break it down:

Total Copies of Data

At the core of this strategy is the recommendation to have three copies of your
data. The first is your primary set of data that you interact with daily. The other
two are backup copies, designed to step in should something go wrong with your
primary data.

Different Media Types

Diversity is a strength, even in backup strategies. By storing your data on two
different types of media — for example, an SSD drive and an external hard disk
— you are reducing the risk that a failure in one type of media takes down both
backup copies.

Off-Site Backup

Nature is unpredictable. Fires, floods, and other physical disasters can strike at any
time. Hence, one of your backups should be stored in a different physical location
to protect against the unexpected.

Offline Backup

Considering the cyber threats, this is the backup strategy’s piece de resistance.
Keeping one copy of your data entirely offline creates a nearly unbeatable barrier
against ransomware and other types of cyber-attacks, which typically spread
through networked systems.

Errors in the Backups

Ensure reliability by verifying backups daily, fixing issues promptly, and regularly
testing restores. Use data integrity checks and maintain detailed records of backup
activities and resolutions to confirm data is always recoverable.
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3-2-1-1-0 strategy summarised
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So, why is the 3-2-1-1-0 backup strategy a cut above the conventional 3-2-1 strategy? Because it
serves as your ultimate line of defence in an increasingly hostile cyber environment. Especially for
Public Sector organisations, which are often targeted due to the sensitive nature of the data they
hold, the extra two layers can be the difference between rapid recovery and prolonged downtime,
not to mention the reputational damage that comes with data loss.

But how do you implement it in an organisation deeply involved in public services? Read on as we
explore the step-by-step implementation process, potential challenges, and the best times to make
the transition.
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So, why is the 3-2-1-1-0 backup strategy a cut above the conventional 3-2-1 strategy? Because it
serves as your ultimate line of defence in an increasingly hostile cyber environment. Especially for
Public Sector organisations, which are often targeted due to the sensitive nature of the data they
hold, the extra two layers can be the difference between rapid recovery and prolonged downtime,
not to mention the reputational damage that comes with data loss. Here are some focused
examples demonstrating its effectiveness:

Example 1: Municipal Government Data Protection

A municipal government implemented the 3-2-1-1-0 backup strategy to safeguard
sensitive citizen data and financial records. When a ransomware attack targeted the
city’s main servers, the offline backup remained untouched, allowing the IT department
to restore operations quickly without paying the ransom or experiencing significant
downtime.
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Example 2: Healthcare Sector Data Recovery

A public healthcare organisation adopted the 3-2-1-1-0 backup strategy to secure patient records
and medical research data. The organisation maintained an air-gapped offline copy of its data, which
proved crucial when a cybersecurity breach compromised its primary and secondary backups. The
offline copy allowed them to recover critical data, ensuring continuous patient care and preserving
valuable research information. Thus, it mitigated the risks associated with data breaches and
ensured compliance with data protection regulations.

Example 3: Educational Institution Cybersecurity

A university utilised the 3-2-1-1-0 backup strategy to protect academic records and
administrative data. By storing backups on different media types and locations, including
an offline copy, the university was able to recover quickly from a cyberattack that
encrypted its network storage. Regular verification of backups (zero errors) ensured

that all data restored was accurate and complete, minimising the impact on academic
activities and maintaining the institution’s reputation.

Example 4: Government Agency Disaster Recovery

A government agency responsible for critical infrastructure implemented the 3-2-1-1-0 strategy to
protect its operational data. When a natural disaster struck, damaging the on-site data centres, the
offsite and offline backups remained unaffected. This redundancy allowed the agency to restore its
operations rapidly, preventing prolonged downtime and maintaining public services.

These examples highlight the critical importance of the 3-2-1-1-0 backup strategy. But how do you
implement it in an organisation deeply involved in public services? Read on as we explore the step-
by-step implementation process, potential challenges, and the best times to make the transition.
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WHY THE PUBLIC SECTOR
NEEDS 3-2-1-1-0 BACKUP

STRATEGY

In the public sector, data isn’t just a series of
ones and zeros; it reflects people’s lives, public
services, and government functions. This
makes the integrity and availability of data a
cornerstone of effective governance and public
service delivery. Here’s why the

3-2-1-1-0 backup strategy is especially relevant
for Public Sector organisations:

Sensitivity of Data

Public Sector databases contain sensitive
information, from citizens’ healthcare records
to financial statements and national security
documents. A breach or loss of such data
could have severe consequences, including
legal consequences and eroding public trust.
The 3-2-1-1-0 backup strategy provides a
strong shield against physical and cyber
threats, making it an ideal backup strategy for
protecting sensitive data.

Increasing Cyber Threats

Public sector organisations are tempting
targets for cybercriminals. According to the
UK’s National Cyber Security Centre, the Public
Sector faced many cyber incidents last year.
The offline backup (the extra 1 in the 3-2-

1-1-0 backup strategy) is a strong defence
against ransomware attacks, which often target
government databases.
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Accountability and Compliance

For Public Sector entities, accountability is
not just an ethical obligation but often a legal
one. Regulations like the UK GDPR mandate
strict data protection measures. Implementing
a 3-2-1-1-0 backup strategy brings you closer
to meeting these standards and provides
documented procedures demonstrating a
commitment to data integrity and supporting
compliance efforts.

Scale and Complexity of Data

As more public services like the NHS and local
councils go digital, the amount and complexity
of data they handle grows rapidly. This increase
requires a stronger backup strategy, and the
3-2-1-1-0 backup strategy provides a reliable
solution.

Operational Continuity

When data is lost, it can disrupt public services
like healthcare and transportation. The 3-2-
1-1-0 backup strategy ensures that there’s
always a fallback, minimising downtime and the
consequent disruption.

Cost of Downtime

Finally, the financial cost of data loss and
downtime can be astronomical. A single hour of
downtime can cost a Public Sector organisation
thousands, if not millions, of pounds. The
investment in a 3-2-1-1-0 backup strategy

can be viewed as a risk mitigation measure,
potentially saving substantial funds in the long
term.

In conclusion, the unique responsibilities and vulnerabilities of Public Sector organisations make the
3-2-1-1-0 backup strategy beneficial and essential. It’s not merely about avoiding loss; it’s about
safeguarding the integrity of public services and maintaining the trust and well-being of the citizens

who rely on them.
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‘In the public sector, the sensitivity of the data we manage
necessitates a robust backup strategy. This approach ensures
that even in the face of cyber threats or natural disasters, we have

multiple layers of protection to safequard crucial information.’
James Sale,
CiContinuity Business Development Executive.

‘The digital transformation in public services has significantly
increased the volume and complexity of data. As organisations
are adapting to better use, store and protection of the data, the
3-2-1-1-0 strategy offers a reliable solution to stay resilient in the
face of a disaster or malicious attack and ensure data protection
across multiple platforms and technologies.’

Kirsten Stratton,

Centerprise International Government Business Unit
Manager.




IMPLEMENTING TH
SACKUP

3-2-1-1-0
STRATEGY

The question of ‘when’ to transition to a 3-2-1-1-0 backup strategy can be as pressing as the ‘why’
and ‘how.” Here are some key moments when taking the step makes strategic sense:

Post Data Audit

If you’ve recently audited your data and found
inconsistencies, vulnerabilities, or inefficiencies
in your current backup system, that’s a
flashing red light. Use this as an opportunity

to transition to a more secure strategy like the
3-2-1-1-0 backup strategy.

Regulatory Changes

New regulations may require changes in how
you handle and back up data. When such
legislation comes into effect, it’s often an ideal
time to reassess your backup strategy and align
it with current legal requirements.

After a Security Incident

Experience is a wise teacher. If your
organisation has recently suffered a data
breach or loss, the recovery phase is the
perfect time to implement improved backup
measures to avoid future incidents.

Technological Upgrades

When your organisation is experiencing
technological advancement, such as migrating
to the cloud or updating servers, use this
moment to reconsider your backup strategy.
The infrastructure changes can be carried

out simultaneously, making for a smoother
transition.

12

CiContinuity



STRENGTHENING DATA PROTECTION IN THE PUBLIC SECTOR

Budget Allocation

Sometimes it’s about the money. If your
organisation secures additional funding or is

in the budget planning phase, allocate some

of that capital for a 3-2-1-1-0 backup strategy.
This way, the financial groundwork is laid before
the implementation process begins.

Preceding Major Projects

If your organisation is about to start a large-
scale project that will generate significant data,
it’s wise to have a strong backup strategy in
place beforehand. This ensures that the new
flow of data is managed securely from day one.

Periodic Review Milestones

Some organisations review various operational
aspects periodically. If you’re approaching one
of these checkpoints, it’s a prime opportunity
to evaluate your backup strategy and consider
switching to a more secure alternative.

Timing a transition to a 3-2-1-1-0 backup
strategy to align with these moments can save
time, resources, and effort, making the entire
process more efficient and less disruptive.
However, it’s worth noting that when it comes
to safeguarding your data, sooner is almost
always better than later.
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TRANSITIONING TO

THE 3-2-1-1-0 BACKUP
STRATEGY: A STEP-BY-ST
GUIDE

[T]
U

With digital transformation’s scope broadening daily, adopting a resilient strategy like the 3-2-1-
1-0 backup approach isn’t just good practice - it’s essential. Here’s how you can implement this
strategy effectively, with actionable steps and timelines for key moments in your organisation’s data
protection journey.

Assessment and Planning

TIMELINE: 2-4 WEEKS

+ Evaluate Current Backup Strategy: Review your current data protection measures
comprehensively. Identify gaps in your existing backup processes, focusing on areas
like data redundancy, offsite backups, and recovery times.

+ Set Objectives: Define what you need to achieve with the new strategy, such as
reducing downtime, complying with regulations, or increasing data security.

+ Engage Stakeholders: Involve IT, legal, and leadership teams to ensure alignment on
goals and priorities.

TIPS

+ Use data classification tools to categorise sensitive information and
determine the level of protection required.

+ Benchmark your current backup performance against industry standards.
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Designing the Backup Infrastructure
TIMELINE: 3-6 WEEKS

+  Map Out the 3-2-1-1-0 Strategy: Develop a detailed plan for the 3-2-1-1-0 approach:
3 copies of data on 2 different types of media, 1 offsite copy, 1 offline/air-gapped
copy, and 0 errors in recovery tests.

e Select Backup Solutions: Choose the software and hardware that will support your
strategy. Ensure they are compatible with your existing infrastructure and can scale
with future needs.

¢ Plan for Offsite and Air-Gapped Copies: Determine locations and methods for
storing your offsite and air-gapped backups, considering both cloud and physical
storage options.

TIPS

+ Consider integrating immutable storage solutions that prevent data from

being altered or deleted.

Engage with third-party vendors early to understand their offerings and
negotiate terms that align with your objectives.

Implementation
TIMELINE: 4- WEEKS

+ Deploy Backup Solutions: Roll out the selected backup tools across your
organisation, starting with a pilot program to test effectiveness.

+ Migrate Data: Transfer existing backups to the new system, ensuring data integrity
during the move. Prioritise critical systems and data for the initial migration.

e [Establish Monitoring and Alerts: Set up real-time monitoring and alerts to track the
status of backups and detect any issues immediately.

TIPS

+ Schedule migrations during low-traffic periods to minimise impact on
operations.

Regularly test backup solutions during implementation to catch and fix
issues early.
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Training and Awareness
TIMELINE: 2-4 WEEKS

Train IT Staff: Provide in-depth training on the new backup strategy and tools. Ensure
IT staff can manage and troubleshoot the system effectively.

Educate End-Users: Conduct awareness programs for all staff on the importance of
data protection and the role they play in maintaining security.

TIPS

Incorporate real-life scenarios in training to prepare teams for potential

incidents.

Update training materials regularly to reflect changes in technology and
threats.

Post-Implementation Review and Optimisation
TIMELINE: ONGOING (FIRST REVIEW AFTER 3 MONTHS)

Conduct Regular Audits: Review the performance of your backup strategy quarterly.
Assess recovery times, data integrity, and adherence to the 3-2-1-1-0 principles.

Optimise Based on Feedback: Use audit results and user feedback to make
necessary adjustments to the backup process and infrastructure.

Stay Updated on Threats: Continuously monitor the emerging cybersecurity threats
and update your backup strategy accordingly.

TIPS

Schedule annual disaster recovery drills to ensure preparedness.

Keep a close eye on backup storage usage and costs, optimising where
possible without compromising on safety.

16
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YOUR DATA BACKUP
CHECKLIST

The 3-2-1-1-0 backup strategy is a reliable method to safeguard your data against loss. This
checklist provides a step-by-step guide to setting up and maintaining a robust backup system,
ensuring your data is securely stored across multiple locations and can be quickly restored if
needed.

Initial Setup

« Set up your primary data repository and configure it for daily backups.
+ Install and configure your chosen backup software.

Create Backup Copies
+  Configure the backup software to create three copies of your data:

B One primary backup on-site.
B One backup on a different local media (e.g., an external hard drive or NAS).
B One backup on cloud storage.
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Set Up Off-Site and Offline Backups

Transfer one backup copy to an off-site location using cloud storage or a secure
physical data centre.
Create an offline backup using LTO tapes or air-gapped hard drives.

Regular Backup Schedule

Automate the backup schedule to ensure regular and consistent backups.
Set up alerts and notifications for backup completion or failure.

Verification and Testing

Regularly verify the integrity of backups using built-in tools in your backup software.
Perform periodic disaster recovery drills to ensure backups can be restored quickly
and accurately.

Ongoing Maintenance

Monitor backup processes and address any issues quickly.
Review and update the backup strategy periodically to accommodate changes in
data volume or organisational requirements.
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OVERCOMIN
CHALLENGES

Every silver lining has a cloud. For the 3-2-1-1-0 backup strategy, organisations must tackle
potential challenges to fully benefit from it. Below, we highlight some common obstacles and
propose ways to address them:

Financial Constraints

Challenge: Public Sector budgets are often tight, making the upfront costs of implementing a
robust backup strategy intimidating.

Solution: To address financial constraints, CiContinuity can offer a phased implementation plan
that allows the organisation to spread costs over time, reducing the immediate financial burden.
This approach can begin with the most critical systems and expand over time. Additionally,
CiContinuity can explore partnerships with cost-effective cloud storage providers to offer flexible
pricing models. These partnerships could include options like pay-as-you-go storage, where the
organisation only pays for the storage it uses, or multi-year contracts with discounts that align
with public sector budget cycles.

CiContinuity could also recommend leveraging existing infrastructure more efficiently by using
deduplication and compression technologies to reduce the amount of storage needed, thereby
lowering costs. Open-source backup solutions with enterprise support could also be an
alternative to expensive proprietary software, offering a balance between cost and reliability.

Technological Infrastructure

Challenge: Not all Public Sector entities have the advanced IT infrastructure required for this
backup strategy.

Solution: CiContinuity can provide a detailed assessment of the existing infrastructure and tailor
the backup solution to fit the current capabilities while planning for future upgrades. By offering
hybrid solutions that combine on-premise and cloud-based backups, CiContinuity can ensure that
even organisations with limited infrastructure can implement a robust backup strategy.

For entities lacking advanced infrastructure, CiContinuity can recommend the use of managed
backup services. These services can offload the complexity of managing backup infrastructure
while ensuring that the organisation benefits from the latest technology. Workshops and training
sessions can be provided to upskill the existing IT team, enabling them to manage and maintain
the backup solutions more effectively.
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Cultural Resistance

Challenge: Change is tough, and shifting to a new backup strategy may face internal resistance.

Solution: CiContinuity can develop a comprehensive change management plan that includes
communication strategies to demonstrate the value of the new backup strategy to all
stakeholders. By highlighting success stories from other public sector organisations and showing
the potential risks of not adopting a robust backup solution, CiContinuity can build a compelling
case for change.

Interactive workshops and seminars can be tailored to different levels within the organisation,
ensuring that everyone understands the importance of the backup strategy and how it benefits
them personally. Engaging key influencers within the organisation to act as champions for the
change can also help in overcoming resistance.

Security Concerns

Challenge: Storing data off-site and offline creates security and data access anxiety.

Solution: CiContinuity is certified for PCI DSS, providing peace of mind and simplifying auditing
processes for regulated industries. We also comply with a broad range of ISO Certification
Standards, including ISO 14001, ISO 22301, ISO 27001, ISO 50001, and ISO 9001, ensuring
recognised benchmarks for quality and assurance.

CiContinuity uses Ark Data Centres, which are pre-approved HMG-accredited DCs. This ensures
that Public Sector organisations can confidently host in these data centres, knowing that GSIRO
has reviewed all security aspects and deemed them suitable for hosting official data. To address
offline backup concerns, CiContinuity can implement multi-layered security protocols, including
encryption at rest and in transit, access controls, and regular security audits.

20
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Recovery Testing and
Documentation

+ Challenge: Lack of regular recovery testing
and up-to-date documentation.

+ Solution: CiContinuity can establish a
formalised process for regular recovery
testing, ideally at least once a year, with
results documented and reviewed. This
process ensures that the recovery plan
accounts for any changes in the live
environment. Also, documentation is crucial
as evidence of compliance.

CiContinuity can also provide tools and
templates for documenting recovery
procedures and creating a regularly updated
‘living’ recovery plan. This ensures that the
IT team has clear, up-to-date instructions to
follow in the event of an incident, reducing
the time to recover and the risk of errors.

By proactively addressing these challenges,
you can implement the 3-2-1-1-0 backup
strategy effectively, ensuring that your
organisation complies with data protection laws
and is safeguarded against the real-world risks
of handling sensitive data.
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WHAT IS NEXT?

If you’re a decision-maker in a public sector organisation, the time to act is now. Don’t wait for a
regulatory push or a cyber-attack to force your hand. Take the initiative to review your current data
backup systems, consult with experts, and start planning your transition to a 3-2-1-1-0 backup
strategy. The long-term rewards far outweigh the short-term efforts and costs.

To help you get started:

Consult: Speak with your IT departments and CiContinuity about transitioning to a 3-2-1-1-0
backup strategy.

Audit: Assess your current backup solutions and identify areas for improvement.
Plan: Draft a timeline and allocate resources for implementing the new backup strategy.

Educate: Make sure your team understands the importance of this shift and how it affects the
organisation.

Act: Implement, monitor, and adjust your backup strategy as needed, always staying one step
ahead of potential risks.

The question isn’t whether you can afford to implement a 3-2-1-1-0 backup strategy; it’s whether
you can afford not to. When it comes to securing the data that underpins your operations and public
trust, procrastination is a luxury you can’t afford.
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These references serve as both a backbone for the arguments made in this article and a resource for
further reading. Whether you’re a decision-maker in the Public Sector or an IT professional tasked
with data security, these resources offer valuable insights into the importance of a robust 3-2-1-1-0
backup strategy.
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